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Abstract: 

In cloud computing privacy is the important factor as clouds may not be fully trusted. This paper has a specific connection with the 

question of privacy-preserving range query processing on clouds. Prior schemes are weak in privacy protection as they cannot achieve 

index in distinguishability, and therefore allow the Cloud to statistically estimate the values of data and queries using Domain  

knowledge and history query results. In this paper, we propose the first range query processing scheme that achieves index in  

distinguishability under the in distinguishability against chosen keyword attack (IND-CKA).Our key idea is to  Organize indexing 

elements in a complete b inary tree called PBtree, which satisfies structure in distinguishability (i.e., two sets of data ite ms have the 

same PBtree structure if and only if the two sets have the same number of data items) and node in distinguishability (i.e ., the va lues of 

PBtree nodes are completely random and have no statistical meaning). We prove that our scheme is secure under the widely adopted 

IND-CKA security model. 
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I. INTRODUCTION 

 

DRIVEN by higher reliability, faster deployment, better 

performance, data and computing services, lower cost have been 

increasingly outsourced to clouds such as GoogleAppEngine. 

AmazonEC2&S3, MicrosoftAzure and However, privacy has 

been the key factor to cloud computing. On, to advantage the 

computing and storage capability offered by clouds, we need to 

store data on clouds. On the other side, due to much sense, we 

may not fully faith the clouds for data privacy. First, clouds may 

have fraudulent employees who do not follow data privacy 

policies. For example, in 2010, a Google engineer broke into the 

Gmail and Google Voice accounts of several children. However, 

reducing the size of the provenance is crucial in large-scale 

sensor networks. Sensor nodes in this Network may not be able 

to record and manipulate very large provenance data due to 

storage and computational resource constraints. Besides, 

transmission channels may not have sufficient capacity for 

transmitting large provenance data. Although most of the recent 

approaches. Focus main ly on provenance modeling, collection, 

and querying, a few of them address the size and trustworthiness 

of provenance in sensor networks.  Second, cloud computing 

systems may be vulnerable to external malicious attacks, and 

when intrusions happen, cloud customers may not be fully  

informed about the potential implications on the privacy of their 

data. Third, clouds may base services on facilit ies in some 

foreign countries where privacy regulations are difficult to 

enforce. 

 

A. Existing System: 

This paper is concerned with the problem of privacy-preserving 

range query processing on clouds.  Among the three parties, the 

data owner and at a user’s are trusted, but the cloud is not fully 

trusted. The problem addressed in this Paper is range query 

processing on clouds in a privacy-pre-serving and yet scalable 

manner. There are some privacy-preserving range query works 

that do not fit into our cloud computing paradigm and cannot be 

used to solve the problem addressed in this paper.  There are two 

key technical challenges. 

 
1. Disadvantages: 

 The system heavily depends on the user′s employed 

scheme for data confidentiality.  

 The first challenge is the construction of PB trees by data 

owners. 

 The second challenge is the optimization of fast query 

processing on the cloud.  

 These schemes do not protect the data files against 

tempering. 

 

B. Proposed System: 

 This paper is concerned with the problem of privacy-preserving 

range query processing on clouds. We propose the first range 

query processing scheme that achieves index in distinguishability 

under the in distinguishability against chosen keyword attack 

(IND-CKA). We propose two algorithms, Namely PBtree 

traversal width min imization and PBtree traversal depth 

minimizat ion, to improve query processing efficiency.  A data 

owner stores data on a cloud, and multiple data users query the 

data. For a simple example, a user Stores his own data and 

queries his own data on the cloud.  

 
1. Advantages: 

 We propose a Query based approach scheme which is 

the most compact and lossless scheme up to date. 
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 The storage overhead refers to the data that cloud needs 

to store other than encrypted data items. 

 The non-cryptographic nature of the proposed scheme 

makes it faster to perform the required operations on the data. 

 It improved security. 

 

C. Objectives: 

 Multi-users through storage data on cloud securely.  

 Query process 

 Security applicat ions using detecting problems. 

 The server-side efficiency and secure query processing. 

 The data confidentiality and query privacy guaranteed 

by the RASP encryption. 

 

II.SYSTEM DES CRIPTION 

 

A. Architecture: 

 

 
Figure.1. system architecture  

 

B. Modules: 

 

 User uploads. 

 File splitting by data owner. 

 Selection of nodes user. 

 Server Authentication. 

 

C. Modules Description: 

 
1. Users upload: 

 The default percentage fragmentation threshold can be 

made a part of the Service Level Agreement (SLA), if the user 

does not specify the fragmentation threshold while uploading the 

data file .  

 We primarily focus the storage system security in this 

work with an assumption that the communication channel 

between user and the cloud is secure. 

 Currently  with the dictionary based methodology, a user 

has to download the file , update the contents, and upload it again.  

 
   Figure. 2. Users upload. 

 
2. File Splitting By Data Owner: 

 The owner can best split the file  such that each fragment 

does not contain significant amount of information as the owner 

is cognizant of all the facts pertaining to the data. 

 Once the file is split into fragments, the DROPS 

methodology selects the cloud nodes for fragment placement.  

 The selection is made by keep ing an equal focus on 

both security and performance in terms of the access time.  

 We choose the nodes that are most central to the cloud 

network to provide better access time.  

 

 
Figure. 3. file splitting by data owner. 

 
3.     Selection of nodes user: 

 In the second iteration that node is selected that 

produces the lowest RC in combination with node already 

selected.  

 The process is repeated for all of the file fragments. 

 The centrality measure is the same for all of the nodes. 

 This results in the selection of same node for storing the 

file fragment.  

 same value and all three lines are on the same points. 

However Consequently, the performance showed the, this is not 

the case for the Dcell architecture.  

  

 
Figure.4. selection of nodes user. 
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4.     Server Authentication :  

 Here socket using to perform the client – server 

communication. Any one user is to be uploading the data on 

cloud, through some nodes of networks. But another user is to 

downloading the particular files, from cloud server. So 

downloading user is going for verification, at these stage users 

details are verified by cloud service provider. User details are 

true, and then only go for access the data. Here username and 

password and filename are verified by the csp.  

 

         
Figure.5. server authentication. 

 

III. LITERATURE S URVEY 

 

Table.1. Amazon Web Services  

Title  Amazon Web services 

Authors H.-S. Lim, Y.-S. Moon, and E. Bert ino 

Methodology 

Amazon offers a suite of cloud-

computing services that make up an 

on-demand computing platform. These 

services operate from 15 geographical 

regions across the world. They include 

Amazon Elastic Compute Cloud, also 

known as "EC2", and Amazon Simple 

Storage Service, also known as "S3". 

including compute, storage, n/w 

database, analytics, application 

services, deployment, management, 

mobile, developer tools and tools for 

the Internet of things. 

Merits 

It allows multip le virtual machines 

(VMs) to share the same physical 

server. 

Demerits 
The popularity is not constant over 

time. 

 

Table. 2. Order preserving encryption for numeric data.     

       

Table.3. privacy-preserving data mining. 

Title  Privacy-preserving data min ing 

Authors S. Chen and J. H. Reif 

Methodology 

A fruitfu l direction for future data mining  

research will be the development of 

techniques that incorporate privacy 

concerns. we address the following question. 

Since the primary task in data min ing is the 

development of models about aggregated 

data, can we develop accurate models 

without access to precise information in  

individual data records? We consider the 

concrete case of building a decision-tree 

classifiers from training data in which the 

values of individual records have been 
perturbed. 

Merits 
software development frame works that can 
be used to build Higher-level services. 

Demerits 
security solutions do not effectively protect 
it from attacks 

 

Title  
Order p reserving encryption for numeric data  

Authors 
S. Sultana, G. Ghinita, E. Bert ino, and M. 

Shehab 

Methodology 

The basic operation in such a network is the 

efficient gathering and transmission of  

sensed data to a base station for advance 

processing. The life of such a sensor system is 

the time during which we can gather 

informat ion from all the sensors to the base 

station. A  fundamental challenge in data 

gathering is to maximize the system lifet ime, 

given the energy constraints.  As sensor 

networks are being all the time more 

deployed in decision making. 

Merits 

The advantage of this system is that the 

access permission is private so that untrusted 

parties cannot access the system. 

Demerits 

The main drawback is that the image filters 

cannot be accurate so that system does not 

eliminate the risk entirely. 
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Table.4. deterministic and efficiently searchable  

    Encryption. 

Title  
Deterministic and efficiently searchable 

encryption 

Authors 
K.-K. Muniswamy-Reddy, D. A. 

Holland, U. Braun, and M. I. Seltzer 

Methodol

ogy 

In applying these two algorithms to the 

efficiently searchable encryption idea, 

the authors introduce two more 

concepts: perfect consistency, and 

computational soundness. The rest is 

simply that the determin ism produces 

the same results regardless of the 

conditions placed upon the algorithm. 

The second is that the probability of 

clashes in cipher texts is at most (k), is 

a function based on the number of false 

positives possible in a given scheme. 

Merits 

The session extension of the IND-CPA 

proofs to IND-CCA, mostly involve 

extensions of the provided IND-CPA 

schemes with additional caveats. 

Demerits 
The provider is not trusted for some 

applications. 

  

IV. SYSTEM REQUIREMENT 

 

A. Software Requirements : 

 

 O/S  :  Windows XP & above. 

 Language :  Java. 

 IDE  :  NetBeans 6.9.1 

 Data Base :   MySql  

 

B. Hardware Requirements : 

 

 System  :   Pentium IV 2.4 GHz  

 Hard Disk :   160 GB 

 Monitor  :   15 VGA color 

 Mouse  :   Logitech. 

 Keyboard :   110 keys enhanced 

 Ram  :   2GB 

V. SCREENS HOTS  

 

               
SCREENS HOT. 1.  Uploading Users data.       

                             

 
SCREENS HOT. 2.  File splitting by data owner  

 

 
SCREENS HOT.3. Query based Node Selection 
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SCREENS HOT. 4. Server Authentication. 

 

VI. APPLICATIONS 

 

1. Using Random Space Perturbation it is possible to 

process the query quickly and in the other words we can reduce 

the cost of the cloud usage and cloud provider can provide a 

secured environment for the data owner.  

2. The RASP perturbation is a unique combination of 

OPE, dimensionality expansion, random noise injection, and 

random pro jection, which provides strong confidentiality  

guarantee. 

3. The proposed service constructions are able to minimize 

the in house processing workload because of the low 

perturbation cost and high precision query results. This is an 

important feature enabling practical cloud based solutions. 

 

VII. CONCLUS ION & FUTURE ENHANCEMENT  

 

We propose the first range query processing Scheme    that 

achieves index in distinguish ability, under the IND-CKA, which  

provides strong privacy guarantees. The key novelty of this paper 

is in proposing the PBtree data Structure and associate 

algorithms for PBtree construction, Searching, optimizat ion, and 

updating. The experimental results show that our scheme can 

efficiently support real-time range queries with strong privacy 

protection. 

 

 Future Enhancement:  

• We implemented and evaluated our scheme on  

A real-world dataset. 

• Different query process based retrieving our data  

Efficiently.  

• Different algorithms using network cloud storage  

Has been improving security.  
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